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Case Label: K5 Case Evidence Number: 007 Device Label: 

Detected Malware (20)

1 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.android.chrome-2/base.apk

Size 78.3 MB

Modified 2021-12-17 11:54:55 (UTC+1)

Accessed 2021-12-17 11:53:55 (UTC+1)

Source File phone/raw0/data/app/com.android.chrome-2/base.apk

2 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.android.vending-1/base.apk

Size 17.6 MB

Modified 2022-02-21 15:06:51 (UTC+1)

Accessed 2022-02-21 15:06:35 (UTC+1)

Source File phone/raw0/data/app/com.android.vending-1/base.apk

3 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.dsi.ant.plugins.antplus-1/base.apk

Size 2.63 MB

Modified 2021-11-15 12:57:50 (UTC+1)

Accessed 2021-11-15 12:57:36 (UTC+1)

Source File phone/raw0/data/app/com.dsi.ant.plugins.antplus-1/base.apk

4 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.facebook.appmanager-1/base.apk

Size 5.10 MB

Modified 2022-01-04 10:06:15 (UTC+1)

Accessed 2022-01-04 10:06:07 (UTC+1)

Source File phone/raw0/data/app/com.facebook.appmanager-1/base.apk

5 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.facebook.katana-1/base.apk

Size 48.6 MB

Modified 2021-12-16 09:45:58 (UTC+1)

Accessed 2021-12-16 09:45:43 (UTC+1)

Source File phone/raw0/data/app/com.facebook.katana-1/base.apk

6 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.google.android.instantapps.supervisor-1/base.apk

Size 6.34 MB

Modified 2021-11-16 15:02:17 (UTC+1)

Accessed 2021-11-16 15:02:02 (UTC+1)

Source File phone/raw0/data/app/com.google.android.instantapps.supervisor-1/base.apk
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7 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.google.android.music-2/base.apk

Size 2.68 MB

Modified 2021-12-20 16:13:23 (UTC+1)

Accessed 2021-12-20 16:13:20 (UTC+1)

Source File phone/raw0/data/app/com.google.android.music-2/base.apk

8 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.microsoft.office.excel-2/base.apk

Size 61.5 MB

Modified 2021-12-16 09:49:43 (UTC+1)

Accessed 2021-12-16 09:49:28 (UTC+1)

Source File phone/raw0/data/app/com.microsoft.office.excel-2/base.apk

9 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.microsoft.office.powerpoint-1/base.apk

Size 58.4 MB

Modified 2021-11-15 12:49:26 (UTC+1)

Accessed 2021-11-15 12:49:11 (UTC+1)

Source File phone/raw0/data/app/com.microsoft.office.powerpoint-1/base.apk

10 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.microsoft.office.word-2/base.apk

Size 64.9 MB

Modified 2021-12-16 09:47:54 (UTC+1)

Accessed 2021-12-16 09:47:36 (UTC+1)

Source File phone/raw0/data/app/com.microsoft.office.word-2/base.apk

11 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.myyearbook.m-2/base.apk

Size 52.0 MB

Modified 2021-12-22 16:31:43 (UTC+1)

Accessed 2021-12-22 16:30:46 (UTC+1)

Source File phone/raw0/data/app/com.myyearbook.m-2/base.apk

12 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.samsung.android.app.simplesharing-1/base.apk

Size 9.29 MB

Modified 2021-11-16 15:06:24 (UTC+1)

Accessed 2021-11-16 15:06:05 (UTC+1)

Source File phone/raw0/data/app/com.samsung.android.app.simplesharing-1/base.apk

13 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.samsung.android.lool-2/base.apk

Size 8.94 MB

Modified 2021-12-16 09:48:43 (UTC+1)

Accessed 2021-12-16 09:48:36 (UTC+1)

Source File phone/raw0/data/app/com.samsung.android.lool-2/base.apk
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14 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.samsung.android.spay-1/base.apk

Size 139 MB

Modified 2021-12-13 22:36:16 (UTC+1)

Accessed 2021-12-13 22:35:23 (UTC+1)

Source File phone/raw0/data/app/com.samsung.android.spay-1/base.apk

15 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.samsung.android.spayfw-1/base.apk

Size 56.7 MB

Modified 2021-12-13 23:02:57 (UTC+1)

Accessed 2021-12-13 23:02:39 (UTC+1)

Source File phone/raw0/data/app/com.samsung.android.spayfw-1/base.apk

16 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.samsung.android.videolist-2/base.apk

Size 5.82 MB

Modified 2021-12-16 09:46:53 (UTC+1)

Accessed 2021-12-16 09:46:46 (UTC+1)

Source File phone/raw0/data/app/com.samsung.android.videolist-2/base.apk

17 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.sec.android.app.sbrowser-2/base.apk

Size 79.1 MB

Modified 2022-01-01 10:24:26 (UTC+1)

Accessed 2022-01-01 10:22:38 (UTC+1)

Source File phone/raw0/data/app/com.sec.android.app.sbrowser-2/base.apk

18 Malware

� File Filename base.apk

Path phone/raw0/data/app/com.sec.app.samsungprintservice-2/base.apk

Size 44.8 MB

Modified 2021-12-20 16:12:17 (UTC+1)

Accessed 2021-12-20 16:12:05 (UTC+1)

Source File phone/raw0/data/app/com.sec.app.samsungprintservice-2/base.apk

19 Malware

� File Filename root-checker-6-5-0.apk

Path phone/raw0/data/media/0/Download/root-checker-6-5-0.apk

Size 10.9 MB

Modified 2022-07-13 15:21:08 (UTC+2)

Accessed 2021-11-15 12:30:15 (UTC+1)

Source File phone/raw0/data/media/0/Download/root-checker-6-5-0.apk

20 Malware

� File Filename root-checker-6-5-0.apk

Path phone/raw3/Download/root-checker-6-5-0.apk

Size 10.9 MB

Modified 2022-07-13 15:21:08 (UTC+2)

Accessed 2021-11-15 12:30:15 (UTC+1)

Source File phone/raw3/Download/root-checker-6-5-0.apk
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Data Extraction Log
2022-10-06 12:40:33  Data extraction started - MOBILedit Forensic, version 9.0.1.23854 (x64)

2022-10-06 13:26:18  Extracted 341 out of 387 archive files, 46 failed

2022-10-06 12:49:09    [read failure] /data/app/com.google.android.gms-1/lib/base.apk

2022-10-06 12:49:10    [read failure] /data/app/com.google.android.gms-1/lib/split_config.en.apk

2022-10-06 12:51:24    [read failure] /data/app/com.turkcell.bip-1/arm/base.apk

2022-10-06 12:51:25    [read failure] /data/app/com.turkcell.bip-1/arm/split_config.armeabi_v7a.apk

2022-10-06 12:51:30    [read failure] /data/app/com.turkcell.bip-1/arm/split_config.xxhdpi.apk

2022-10-06 13:14:50    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1053074754.zip

2022-10-06 13:14:51    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1090429147.zip

2022-10-06 13:14:56    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1164136088.zip

2022-10-06 13:14:57    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1167223335.zip

2022-10-06 13:15:02    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog118583437.zip

2022-10-06 13:15:03    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1196842317.zip

2022-10-06 13:15:08    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog124415966.zip

2022-10-06 13:15:09    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1284296279.zip

2022-10-06 13:15:15    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1299821273.zip

2022-10-06 13:15:16    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1315741234.zip

2022-10-06 13:15:21    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1425794601.zip

2022-10-06 13:15:22    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog142629190.zip

2022-10-06 13:15:27    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1428367928.zip

2022-10-06 13:15:28    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1547778468.zip

2022-10-06 13:15:33    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1651657658.zip

2022-10-06 13:15:34    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1705512749.zip

2022-10-06 13:15:39    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1782814089.zip

2022-10-06 13:15:40    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1841538667.zip

2022-10-06 13:15:46    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1841908005.zip

2022-10-06 13:15:47    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1862558082.zip

2022-10-06 13:15:52    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1967760336.zip

2022-10-06 13:15:53    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog1977385047.zip

2022-10-06 13:15:58    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog2143869187.zip

2022-10-06 13:15:59    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog25679171.zip

2022-10-06 13:16:04    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog281578733.zip

2022-10-06 13:16:05    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog42942947.zip

2022-10-06 13:16:10    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog47717574.zip

2022-10-06 13:16:11    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog537202484.zip

2022-10-06 13:16:17    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog614891471.zip

2022-10-06 13:16:18    [read failure] /data/data/com.samsung.android.securitylogagent/files/denialLogData/denialLog759779798.zip

2022-10-06 13:16:21    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog137834954.zip

2022-10-06 13:16:25    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog1631094080.zip

2022-10-06 13:16:28    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog1833894045.zip

2022-10-06 13:16:31    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog1962643560.zip

2022-10-06 13:16:36    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog341898643.zip

2022-10-06 13:16:38    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog48947958.zip

2022-10-06 13:16:41    [read failure] /data/data/com.samsung.android.securitylogagent/files/timaLogData/timaLog585759571.zip

2022-10-06 13:19:03    [read failure] /data/data/com.whatsapp/files/Logs/whatsapp-2022-09-23.1.log.gz

2022-10-06 13:19:04    [read failure] /data/data/com.whatsapp/files/Logs/whatsapp-2022-09-24.1.log.gz

2022-10-06 13:19:10    [read failure] /data/data/com.whatsapp/files/Logs/whatsapp-2022-09-25.1.log.gz

2022-10-06 13:19:11    [read failure] /data/data/com.whatsapp/files/Logs/whatsapp-2022-09-26.1.log.gz

2022-10-06 13:26:18  Extracted 417 out of 419 documents, 2 failed

2022-10-06 13:23:43    [read failure] /data/system/dropbox/event_data@1663757105407.txt

2022-10-06 13:23:48    [read failure] /data/system/dropbox/platform_stats_bookmark@1663757105469.txt

2022-10-06 13:26:18  All 6 certificates were successfully extracted

2022-10-06 13:26:18  All 19 audio files were successfully extracted

2022-10-06 13:26:18  All 344 image files were successfully extracted

2022-10-06 13:26:18  All 9991 JSON files were successfully extracted

2022-10-06 13:26:18  All 423 sqlite databases were successfully extracted

2022-10-06 13:26:18  All 1 video files were successfully extracted

2022-10-06 13:26:18  All 1424 XML files were successfully extracted

2022-10-06 13:26:18  All 4 other files were successfully extracted

2022-10-06 13:26:18  Extracted 43514 out of 43533 other files, 19 failed

2022-10-06 12:54:09    [read failure] /data/data/com.android.vending/cache/aia-logs/null_account.metalog/logs_upload_attempt.log

2022-10-06 12:54:36    [read failure] /data/data/com.android.vending/cache/logs/com.google.compelson.test%40gmail.com/

eventlog.store1323998677.log

2022-10-06 12:54:40    [read failure] /data/data/com.android.vending/cache/logs/com.google.compelson.test%40gmail.com/

eventlog.store1334578593.log

2022-10-06 12:55:50    [read failure] /data/data/com.android.vending/cache/logs/com.google.compelson.test%40gmail.com/eventlog.store570386861.log

2022-10-06 12:57:44    [read failure] /data/data/com.google.android.gms/app_usage_reporting_db/025741.log

2022-10-06 12:57:47    [read failure] /data/data/com.google.android.gms/app_usage_reporting_db/MANIFEST-025740

2022-10-06 13:00:16    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjU29V

eUVrSGFLSEd6YUZBdkYwTHdZaEhCNXBXUTlkU2NmQUJ3RGNhWWktSFc2VnZUbkxnS3BtaEo1VVpR JnM9MTA= 

2022-10-06 13:00:17    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjUVJD
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 V3YtYUVUT1VwSjFtSzZvd0J1QkdyaXVEYXpKcEZ0Q1lSbmNGa3J2SzRRMFR6eVFMOUtNQ1hROHN3 JnM9MTA= 

2022-10-06 13:00:22    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjUi11

MlZRRkpfQWNJU09YN3paY2RrLWlNUVVyYUhIT3FfOGNXQktVUHNHMlEmcz0xMA== 

2022-10-06 13:00:23    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjUmRS

SE1yek5WWXh6OG94bFRMcWt1T29iXzdwWTJzZG92UW4yaTlkMkJDRm1RX2JmR1pHX0F6RUp0Z3ZB JnM9MTA= 

2022-10-06 13:00:28    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjVEZY

YnBJNjN3YmgybTY1b3NsZkJGSmJ3c0Ywd1kwRllJcGExUmE1UW9nJnM9MTA= 

2022-10-06 13:00:29    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjVGRX

R1gxZGdnbUptelU2QWtaRm12aFFtVktmMGhWUDdnNHk3alBlMEVtRmo3blBKWTM0cUtVR0VhTFdR JnM9MTA= 

2022-10-06 13:00:32    [read failure] /data/data/com.google.android.googlequicksearchbox/cache/

networkimageloader_aHR0cHM6Ly9lbmNyeXB0ZWQtdGJuMC5nc3RhdGljLmNvbS9pbWFnZXM_cT10Ym46QU5kOUdjVHJr

TWprQ2dMNVhTRGRvcHdPVUtzNGtuSmtXSTZvLTJLOEd3X0I3bzV0dEtISmRYZ1ZLeFh1bDlXQU53 JnM9MTA= 

2022-10-06 13:02:50    [read failure] /data/data/com.microsoft.skydrive/files/error/minidump/new/ffc15e11-77d7-41fb-91b1-c1fb4fc13a5e/deviceInfo

2022-10-06 13:19:16    [read failure] /data/data/com.whatsapp/files/WhatsApp Images/.nomedia

2022-10-06 13:19:17    [read failure] /data/data/com.whatsapp/files/WhatsApp Video/.nomedia

2022-10-06 13:19:20    [read failure] /data/data/com.whatsapp/files/app_state/0

2022-10-06 13:23:29    [read failure] /data/misc/tima/tima.log.20221006124101

2022-10-06 13:23:53    [read failure] /data/system/procstats/state-2022-09-20-16-39-05.bin

2022-10-06 13:26:18  ADB backup was successfully processed

2022-10-06 13:26:18  Data extraction finished

2022-10-06 14:59:53 (UTC+2) Generated by Compelson MOBILedit Forensic PRO 9.0.1.23854 11
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